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7 Home WiFi Security Recommendations



Below are seven tips to help you secure your home network from

unauthorized access.

1. Change the default name of your home Wi-Fi network
One of the first steps towards safer home Wi-Fi network is to change the SSID
network name. This name is broadcast publicly and makes it easier for a hacker
to identify his target. Often times these are set to a company name, a last
name or a device manufacturer. The best practice is to change the network’s

SSID to something that does not disclose any personal information.

. Change your default wireless network password and make it unique and strong
Majority of routers come pre-set with a default password. This password is easy
to guess by hackers, especially if they know the router manufacturer. A good
password for your wireless network consists of at least 20 characters and
includes upper and lowercase letters, numbers, and various symbols. This

change will make it difficult for unauthorized users to access your network.

. Enable network encryption
All modern wireless routers come with an encryption feature. This feature is not
always on by default. Turning on your wireless router’s encryption setting will
secure your network. Encryption should be turned on during wireless network
installation. At the very minimum encryption should be set to WPA2 and if
available should be set to WPA3.

. Disable WiFi network name broadcasting.
It is highly recommended that you disable wireless network name (SSID)
broadcasting to the public. This feature is often useful for businesses, libraries,
hotels and restaurants that want to offer wireless Internet access to customers,

but it is usually unnecessary for a private wireless network.
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5. Apply WiFi router software updates.
Manufacturers constantly update software for their devices in order to keep
them more secure and stable. A router’s firmware, like any other software,
contains flaws that can become major vulnerabilities unless they are fixed by
firmware releases. Always install the latest software available on the system and
download the latest security patches to ensure no security hole or breach is left
for hackers to exploit. Most routers now come with an auto-update option that

should be turned on.

. Tum on your WiFi router's built-in firewall.
A “firewall” is designed to protect computers from harmful intrusions. Wireless
routers generally contain built-in firewalls and other security features but are
sometimes shipped with them off. Be sure to check that the wireless router’s
firewall and security features are turned on. If a firewall or security features are
not available, then you should look into upgrading your router/firewall with a

better solution such as Fortinet FortiGate.

. Create a Guest wireless network.
Most Wi-Fi routers now come with an option to setup a guest wireless network
which is isolated from the regular network and all devices. This is a great option
when giving Internet access to your guests or friends as it will keep the rest of
your network secure. Guest network should be secured with a strong password

and follow the above-mentioned procedures and best practices.
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